EXODESK WORKSHEET
Small Business IT Spend and Scope Worksheet
Work out what your business actually pays for IT, and which of it your support contract actually covers. Most businesses can answer the first question in about ten minutes. Almost nobody can answer the second without asking.

What you need
1. Your last three months of invoices, including the ones that are charged to a credit card rather than on account.
1. Your IT support agreement, if you have one in writing.
1. Nobody from your IT provider in the room. Fill it in first, then ask them.
How to use it
Part 1 is what you pay. Part 2 is the work that has to happen whether or not anyone is paying for it, which is where the gaps usually sit. Part 3 turns whatever you could not answer into questions to put to your provider in writing. Part 4 is a legal check that most small businesses have never run.
The column that matters most is the last one in Part 1. Anything marked Unsure is not a small admin gap. It is a line item where you do not know whether the work is happening.
  A note on price benchmarks. There is no independent New Zealand benchmark for what IT support should cost. Every published per-user price in this market comes from a provider quoting its own rates. That is why this worksheet compares scope rather than headline price.


Part 1: What you pay for
List every line. Use monthly figures and annualise at the end. If something is billed annually, divide by twelve so the columns compare. The last column is the one to argue about.
Connectivity and phones
	Line item
	Provider
	Monthly
	Annual
	In the support contract?
	Last reviewed

	Internet connection
	
	
	
	
	

	Backup or failover connection
	
	
	
	
	

	Business phone system
	
	
	
	
	

	Mobile plans
	
	
	
	
	

	
	
	
	
	
	



Devices and hardware
	Line item
	Provider
	Monthly
	Annual
	In the support contract?
	Last reviewed

	Laptops and desktops
	
	
	
	
	

	Servers or on-site equipment
	
	
	
	
	

	Network gear and firewall
	
	
	
	
	

	Printers and copiers
	
	
	
	
	

	Warranty or lease cover
	
	
	
	
	

	
	
	
	
	
	



Software and licences
	Line item
	Provider
	Monthly
	Annual
	In the support contract?
	Last reviewed

	Microsoft 365 or Google Workspace
	
	
	
	
	

	Accounting software
	
	
	
	
	

	Your main industry system
	
	
	
	
	

	Everything bought on a staff credit card
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	




Security and continuity
This block is the one most likely to contain a line you are paying for twice, or not at all.
	Line item
	Provider
	Monthly
	Annual
	In the support contract?
	Last reviewed

	Antivirus or endpoint protection
	
	
	
	
	

	Email filtering
	
	
	
	
	

	Multi-factor authentication
	
	
	
	
	

	Backup
	
	
	
	
	

	Cyber insurance
	
	
	
	
	

	Security awareness training
	
	
	
	
	

	
	
	
	
	
	



Website and online presence
	Line item
	Provider
	Monthly
	Annual
	In the support contract?
	Last reviewed

	Domain name registration
	
	
	
	
	

	Website hosting
	
	
	
	
	

	Website maintenance
	
	
	
	
	

	Security certificate
	
	
	
	
	

	
	
	
	
	
	



The support arrangement itself
	Line item
	Provider
	Monthly
	Annual
	In the support contract?
	Last reviewed

	Monthly support fee
	
	
	
	n/a
	

	Hourly work billed on top, last 3 months
	
	
	
	n/a
	

	Project work, last 12 months
	
	
	
	n/a
	



Totals
	
	Monthly
	Annual

	Total paid for IT
	
	

	Of which is inside the support contract
	
	

	Of which is billed separately
	
	

	Number of lines marked Unsure
	
	n/a




Part 2: The work nobody invoices you for
Every item below has to happen for a business to keep operating safely. None of it reliably appears on an invoice, which is why it is the part that quietly stops happening. For each one, write down a person's name. Not a company name, a person. If you cannot, that is the finding.
	Who does this, by name?
	Name
	When was it last done?

	Applies security updates to computers
	
	

	Applies security updates to servers and network gear
	
	

	Checks that backups ran
	
	

	Actually restores a file from backup to prove it works
	
	

	Removes accounts when someone leaves
	
	

	Reviews who has administrator access
	
	

	Holds the master password for the domain name
	
	

	Holds the administrator credentials for Microsoft 365
	
	

	Would notice if a computer had been compromised
	
	

	Decides what happens in the first hour of an outage
	
	



  Two rows in that table decide more than the rest combined. If nobody has restored a file from backup in the last twelve months, you have a backup you have never tested. And if the domain name is registered to a person who no longer works for you, or to a web developer you no longer use, you do not control your own email.


Part 3: Turn the gaps into questions
Send these in writing, and keep the reply. A verbal yes is not a scope agreement. Each question is deliberately about what is in and out of scope rather than about how good the service is.
	Ask this
	What you are actually establishing

	Please list everything included in our monthly fee, and everything billed separately.
	Whether the line items in Part 1 that I marked Unsure are covered or not.

	Which of the tasks in this worksheet's Part 2 are you doing for us?
	Whether the maintenance work has an owner, or has been quietly nobody's job.

	What would trigger an increase to our monthly fee?
	Whether the price is stable, and what counts as scope creep.

	Who holds administrator credentials to our systems, and are they named individuals or a shared login?
	Whether access is traceable to a person.

	If we left in six months, what would you hand back and how long would it take?
	Whether the data, documentation and configurations are ours to take.



If a provider cannot answer the first question with a written list, that is the answer to the first question.


Part 4: The Privacy Act check
This is the part most small businesses have never run, and it is the one with legal consequences. Outsourcing your IT does not outsource your responsibility for the personal information in it.
Under section 11 of the Privacy Act 2020, where a provider holds personal information on your behalf and does not use it for its own purposes, that information is treated as held by you, not by them. The Office of the Privacy Commissioner puts it more bluntly in its guidance on third-party providers: your organisation remains fully responsible for what happens to that information, and the third party is treated as you for the purposes of the Act.
One consequence catches businesses out. The Privacy Commissioner generally expects to be told about a notifiable privacy breach within 72 hours of it becoming known, and that clock starts when your provider knows about the breach, not when your provider gets around to telling you.
Does your agreement cover these five things?
The Office of the Privacy Commissioner lists these as what an agreement with a third-party provider should contain. Tick only the ones you could point to in writing.
	
	The agreement covers
	In writing? Y / N

	1
	Appropriate security measures
	

	2
	How access and correction requests will be handled
	

	3
	The process and timeframe for telling you about a privacy breach
	

	4
	Compliance with relevant privacy laws
	

	5
	What the provider may do with the information you give them
	



There is no small business exemption in the Privacy Act. The duty is to take security safeguards that are reasonable in the circumstances, and to do everything reasonably within your power to prevent unauthorised use or disclosure when information is given to someone providing a service to you. What is reasonable for a five-person firm is not what is reasonable for a bank, but it is not nothing.

Sources: Privacy Act 2020 section 11 and information privacy principle 5, legislation.govt.nz. Office of the Privacy Commissioner, Working with third-party providers: understanding your privacy responsibilities, 26 November 2024, privacy.org.nz.


What to do with the answers
Three numbers matter when you have finished.
Your true annual IT spend
Not the support fee. The total at the end of Part 1, including the lines that are charged to somebody's card and never reach the bookkeeper. It is usually larger than the number the business thinks it is.
How much of it is inside the contract
If most of the spend sits outside the support agreement, you do not have a managed service. You have a helpdesk and a pile of separate subscriptions, and no single party is accountable for how they fit together.
How many lines you marked Unsure
This is the real result. Every Unsure is a task that may or may not be happening, and you will find out which on the day it matters.

Exodesk provides managed IT support to businesses in Christchurch, Dunedin and across the South Island. If you would like someone to go through this worksheet with you, an IT assessment covers the same ground with your systems in front of us.
0800 396 337    |    exodesk.co.nz/it-assessment/
This worksheet is general information, not legal advice. Exodesk is not a law firm. If you need advice about your obligations under the Privacy Act 2020, talk to a lawyer or to the Office of the Privacy Commissioner.
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